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ABSTRACT

The 1945 Constitution of the Republic of Indonesia Article 28 G paragraph (1) emphasizes that every
person has the right to personal protection, family, honor, dignity and property under his control, as well
as the right to a sense of security and protection from the threat of fear. to do or not do something that
is @ human right. This research aims to 1). Describe the threat to data resources after the Covid-19
pandemic 2). Describe the personal data protection policy in Indonesia. This research is normative legal
research carried out by examining library materials or secondary data. The approaches used are the
statutory approach and the conceptual approach to data resource management. The type of study in this
research is more descriptive, because it aims to clearly describe various things related to the object being
studied. The policies offered in the research are policies carried out using descriptive analysis. The
identification process is carried out by looking for the root causes that influence the lack of optimal legal
protection of data resources after the Covid-19 pandemic.
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INTRODUCTION

New crimes that are developing in society can be interpreted as an increase in criminal activities and
attitudes that in the past were simple, changing to patterns that are no longer simple. In implementing
and enforcing the law, we must respect human rights while continuing to carry out our obligations without
exception (Teenager, 2018 ).

Globalization has penetrated almost all areas of people's lives, be it economics, politics, science and
technology (IPTEK), culture, education, etc. (Suryani, 2016). Access to general information and population
data to intelligence data can be obtained through technology, and this must be watched out for and
considered carefully because this is one way to bring down a country (Azizah, 2020). Laws, one of whose
functions is to ensure the smooth process of national development, must be able to protect the rights in
the field of technology, especially internet service users (Arifah, 2011). The development of science and
technology goes hand in hand with human development. This development causes significant changes for
humans. Media is used as a learning forum. Media has become a basic (primary) need for humans. In its
development, electronic media has metamorphosed into the virtual world (Anshori, 2018).

The number of internet users in Indonesia is predicted to continue to increase in line with various
government programs that strive for all Indonesians to be internet literate. The large number of internet
users in Indonesia has encouraged the government to try to transform the old system with a system that
uses digital technology. Data obtained from Internet World Statistics shows that the number of internet
users in Indonesia in 2016 has reached 132 million people and is ranked third in Asia after China and India.
Meanwhile, according to a survey from We Are Social, data on internet users in Indonesia in January 2016
reached 88.1 million, with 79 million of them being active social media users, 15% of whom were active
Facebook users and almost 50%. users are teenagers aged 13-29 years (Marwan, 2018).

The government has previously designed laws and regulations that can accommodate existing needs
in controlling internet use. Law Number 19 of 2016 concerning Amendments to Law Number 11 of 2008
concerning Electronic Information and Transactions, hereinafter abbreviated to the ITE Law, regulates all
aspects of the information cycle and electronic transactions. However, regarding the protection of
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personal data, the ITE Law still implicitly regulates the understanding regarding the protection of the
existence of general electronic data or information and the ITE Law does not yet contain regulations
regarding the protection of specific personal data. Currently, the Government has issued Law Number 27
of 2022 concerning Personal Data Protection (PDP). This law is a legal consequence of the Indonesian
government's ratification of four international conventions, namely the Universal Declaration on Human
Rights;; International Covenant on Civil and Political Rights; Convention on the Rights of the Child; and the
International Convention on the Protection of All Migrant Workers and Members of Their Families.

RESEARCH METHODS

This research is based on legal research conducted with a doctrinal approach. The type of study in
this research is more descriptive, because it aims to clearly describe various things related to the object
under study, namely data resource law. The data collection method was carried out by literature study
according to the research problem.

RESULTS AND DISCUSSION

The world is currently facing the 4th industrial change or what is known as Industry 4.0. Based on an
analysis by the Mckinsey Global Institute, Industry 4.0 will have a very large and widespread impact,
especially on the employment sector, where robots and machines will eliminate many jobs in the world.
For this reason, industry players must respond to this era of industrial revolution wisely and carefully.
Industry 4.0 does offer many benefits, but it also has challenges that must be faced (Syasmita, 2019). In
the era of information and globalization, information technology has become very important in people's
daily lives. Information technology has become part of human life, apart from being the result of human
work, it also aims to improve human welfare (Mahfudz, 2005). The trend towards continued development
of technology certainly brings various implications that must be immediately anticipated and also watched
out for. These efforts have now given birth to a legal product in the form of Law Number 11 of 2008
concerning Information and Electronic Transactions (UU ITE). However, with the birth of the ITE Law, not
all problems related to ITE issues have been resolved. This problem is due to several reasons, namely:

First, with the enactment of Law Number 11 of 2008 concerning Information and Electronic
Transactions, this Law is not only known to the public who use information technology and legal
practitioners; Second, various forms of technological development that give rise to new operations and
services must be identified in order to anticipate solutions to various technical problems that are
considered new so that they can be used as material for the preparation of various Implementing
Regulations; Third, the enrichment of sectoral areas of law (new legal regime) will further add to the
vibrancy of legal dynamics which will become part of the national legal system (Ramli, 2014).

Technology and law are two elements that influence each other and these two things can also
influence society. Heidegger has argued that on the one hand we can see technology as a means of
achieving certain goals and on the other hand technology can also be seen as a human activity. So,
basically we can see the nature of the interplay between technology and law that each technology is
developed to meet certain needs and through this technology provides benefits and services for humans,
including increasing work coefficients and effectiveness. Laws are also restrictions on behavior and
violations are subject to coercive sanctions by the highest authority in a country (Sitompul, 2012). Law is
used as a means to achieve certain goals, or in other words law is used as a political means (means of
political engineering). Law is defined as a political category and as a tool to enforce shared life fairly, in
the society aimed at by law (Siregar, 2018).

Efforts to present a legal instrument that is in line with developments in the world of information
and telecommunications are something that is non-negotiable. Experience in a number of democratic
countries shows that positive law and jurisprudence regarding privacy emerged long before privacy
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became an integral part of the international human rights legal regime. The UN Human Rights Council has
adopted Resolution 68/167 concerning the protection of the right to privacy in the digital era. One of the
clauses emphasizes that the same rights for everyone when they are offline must also be protected when
they are online, including the right to privacy (Indriani, 2017). The basis for the principles of legal
protection in Indonesia is Pancasila as the state ideology and philosophy. The concept of legal protection
for people in the West originates from the concepts of Rechstaat and Rule of the Law. Using western
conception as a framework for thinking, with a Pancasila foundation on Pancasila. The principle of legal
protection in Indonesia is the principle of recognition and protection of human dignity which is based on
Pancasila. The principle of legal protection against government actions relies on and originates from the
concept of recognition and protection of human rights because historically in the West, the emergence
of concepts of recognition and protection of human rights was directed at limiting and placing obligations
on society. and government (Puspitasari, 2018).

One important aspect that needs special attention is when personal data turns into Big Data after an
organization has succeeded in collecting large amounts of data. A large amount of this personal data is
collected from users like you and me. Names, personal cell phone numbers, birthdays, nationalities,
addresses, shopping habits, and even what medicines we buy online become part of the internet
ecosystem and are able to create economic profits for such organizations. Based on this, concerns arise
about how personal data is used. Therefore, a data protection regime to regulate the collection, use and
disclosure of personal data is very necessary to overcome these concerns and maintain public trust in
organizations and governments that organize, store and deal with this data (Anggraeni, 2018).

The Indonesian government itself, through the Ministry of Information and Communication, works
with all stakeholders (individuals or groups who have an interest in decisions and organizations) and the
University is trying to make this dream come true. Finally, through very tough discussions, a law that
specifically questioned and discussed the issue of electronic information and transactions was
promulgated on April 21 2008, which became known as Law Number 11 of 2008 concerning Information
and Electronic Transactions (Maskun, 2013). In its development until now, this Law has been changed to
Law Number 19 of 2016 concerning Amendments to Law Number 11 of 2008 concerning Information and
Electronic Transactions which has been implemented in society until now. The current laws and
regulations available in Indonesia regarding personal data protection do not comprehensively provide
sufficient protection for personal data. The Law on Electronic Information and Electronic Transactions (UU
ITE) only touches on the subject of personal data protection without any further provisions regarding the
details of implementing this protection. The facts show that regulations regarding data protection are
regulated in sectoral regulations as explained in the following chart:

DATA RESOURCES LAW

Article 28 G of the 1945 Constitution of the Republic of Indonesia

Law Number 11 of 2008

Law Number 24 of
;1(\;\/1 ! umber 24 o concerning Information Law Nu.mber 19 0of 2016 Law 27 0f 2022
concerning and Electronic concerning Amendments concerning Personal
Government to Law 11/2008 Data Protection

Transactions

Government Regulation Number 82 of 2012 which applies to
organizers of Economic Systems and Transactions

Minister of Communication and Information Technology Regulation Number
20 of 2016 concerning Protection of Personal Data in Electronic Systems

Overview 1. Legal Regulation of Data Resources
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Based on the picture above, the legal basis for data resources has been regulated separately in
several regulations according to sectoral interests, such as:
1. 1945 Constitution of the Republic of Indonesia

Article 28G paragraph (1) of the 1945 Constitution of the Republic of Indonesia states that every
person has the right to personal protection, family, honor, dignity and property under his control, and
has the right to a sense of security and protection from the threat of fear. to do or not do something
that is a human right.

2. Law Number 24 of 2013 concerning Population Administration

Article 84 of this regulation regulates data protection for citizen registration in the context of
population administration, such as: 1). Information about physical and/or mental disabilities; 2)
Fingerprint; 3) Iris of the eye; 4) Signature; and e) Any other element that constitutes a person's
disgrace.

3. Law Number 19 of 2016 concerning Amendments to Law Number 11 of 2008 concerning Electronic
Information and Transactions.

The ITE Law emphasizes that personal data is part of protected personal rights. The explanation
of Article 26 Paragraph (1) of Law 19/2016 regulates that personal rights include the following: 1)
Personal rights are the right to enjoy private life and be free from any influence; 2) Personal rights are
the right to communicate with other people without interference; 3) Personal rights are the right to
gain access to information relating to a person's personal life and data.

The laws available for victims of violations of privacy rights are in accordance with Indonesian
legal regulations based on Law Number 18 of 2008 concerning ITE and PP Number 28 of 2012
concerning PSTE. They can file a civil lawsuit for damages, meaning that the legal mechanism demands
compensation from online users to e-providers. In commerce, a new mechanism for requesting civil
compensation is available. Even though this data privacy violation is broad in nature and is not limited
to civil elements alone, there needs to be more specific legal regulations and expand the legal efforts
taken for consumers whose privacy rights are violated (Indriani, 2017).

Article 27 paragraph 3 of the ITE Law, both in the 2008 concept and the 2016 concept, there are
no meaningful or significant differences, it's just that in the 2008 concept of the ITE Law, before it was
judicially reviewed by the Indonesian Constitutional Court, it was not clear whether it included a
complaint offense or an ordinary offense. Meanwhile, in the norms of Article 27 paragraph 3 of the
2016 ITE Law, the concept of the offense is clear, namely the complaint offense and this only
accommodates the judicial review decision of the Indonesian Constitutional Court No. 50/PUU-
VI/2008 (Gumbira, 2019).

4. Government Regulation no. 82 of 2012 which applies to Electronic System and Transaction Operators.
5. Law Concerning Personal Data Protection

Personal Data Protection is aimed at guaranteeing citizens' rights to personal protection and
increasing public awareness and ensuring recognition and respect for the importance of personal data
protection. The author hopes that the Personal Data Protection Law which has now been passed will
become a mature legal basis for implementing better personal data protection in Indonesia in the
future.

CONCLUSION

Threats to data resources increase every year along with the increase in the number of internet users,
resulting in quite a few problems with personal data protection. Based on data from the National Cyber
and Crypto Agency, throughout 2020, there were almost 190 million attempted cyber attacks in Indonesia,
an increase of more than four times compared to 2019 at around 39 million cyber attacks. In response to
this, the government needs to design laws and regulations that can accommodate existing needs in
protecting personal data and controlling internet use.

126 I International Conference Restructuring and Transforming Law



ISSN: 2963-931X
International Conference Restructuring and Transforming Law 2023
IC W Volume 2, Issue 1, September 2023

(icrtlaw(@ums.ac.id)

The current personal data protection policy is based on Law Number 22 of 2022 concerning Personal
Data Protection. The hope is that at the level of implementation it will run optimally so that it can
guarantee citizens' rights to personal protection and increase public awareness and guarantee recognition
and respect for the importance of protecting personal data.
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