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Abstract 

Contemporary cybersecurity governance not only traps global citizens within the structure of a Digital 
Panopticon, but also triggers a deeper existential crisis: the loss of essential human consciousness. 
Amidst state and corporate surveillance that erodes fundamental rights through the authoritarianism 
of algorithms, humans are slowly being reduced to mere data commodities, stripped of their human 
autonomy. By deconstructing the framework of secular legal positivism, this paper conducts an 
operation of demystification on the text and context of cyberspace. As an antithesis, the paradigm of 
Noetic Law is proposed through the conceptual framework of the "Noetic-Tech Triumvirate," 
consisting of: Data Dignity (positioning data as an extension of human dignity), Digital Conscience 
(embedding transcendental conscience into algorithms), and Digital Veracity (enforcing essential 
truth amidst the vortex of disinformation). This paper argues that cybersecurity must evolve from 
merely focusing on state security to the protection of the human soul and consciousness (human soul 
security), ensuring that digital transformation serves as an instrument for the liberation of civilization, 
rather than its enslavement. 

 

1. INTRODUCTION: THE PANOPTICON TRAP AND THE DESIRE TO PLAY GOD 
The contemporary legal world is caught in its greatest existential paradox. On one hand, 

digital technology promises limitless freedom; yet on the other hand, human civilization is being 

herded into an invisible, giant prison. We live in an era where freedom is merely an optical 

illusion inside a dark corridor called the Digital Panopticon.  

More than just the loss of privacy, this phenomenon marks a highly dangerous theological-

secular shift. Giant states and corporations seem to appropriate not only human attributes but also 

divine ones. They project the power of the "Eye of God," driven by the desire for omniscience 

and omnipresence to control the destiny of civilization. The ultimate tragedy occurs not only in 

the external (socio-political) structure but triggers an existential crisis in the depths of the human 

soul: the loss of essential human consciousness. 

Consequently, this leads to massive Ontological Degradation (dehumanization). Humans are 

no longer viewed as khalifah(stewards of the earth) or complete legal subjects endowed with 
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noble dignity and spiritual autonomy. Instead, humans are brutally reduced to mere "data points" 

(datafication) and algorithmic commodities that are continuously exploited, often without their 

realization that they are being enslaved. 

This cruel reality is not an empty philosophical metaphor. The empirical footprint of this 

dehumanization tragedy is clearly visible when we witness the series of data protection failures 

in the real world, particularly in Indonesia. We have witnessed how the data dignity of citizens 

was massively stripped bare—ranging from the leak of 337 million civil registry (Dukcapil) data 

and 105 million General Election Commission (KPU) data, the hacking of 15 million Bank 

Syariah Indonesia (BSI) customer data, to the dark tragedy of June 2024 when our National Data 

Center (PDNS) was paralyzed and held hostage by ransomware.  Even recently in early March 

2026, in the city of Solo, we saw how citizens' personal data was effortlessly and shamelessly 

spread on social media by civil apparatus without any moral burden. This chain of systemic 

tragedies and individual negligence proves one absolute fact: inside today's Digital Panopticon, 

humans have truly been reduced to strings of numbers and lifeless commodities freely traded in 

the algorithmic black market. 

2. THE TRIPLE DEMYSTIFICATION: DISMANTLING THE VEIL OF CYBER 

DECEPTION  

Why have global cyber legal regimes—from the strict GDPR standards in Europe to 

regulations in developing nations like Indonesia—failed to halt this tide of dehumanization and 

crisis of consciousness? The answer lies in the fragility of their philosophical foundation, which 

arrogantly ignores the spiritual dimension of humanity. 

Therefore, before formulating a way out through the Noetic Law paradigm, we must 

embark on a "transcendental journey." This journey is operationalized using the analytical scalpel 

of the Triadic-Spiral Methodology,1 pivoting on two main trajectories: 

First, the Noetic Intellectual Movement—an ascension of the intellect (noûs) to break free 

from the bias of secular materialism, awakening human consciousness to its highest level: the 

consciousness of being a servant of God. Second, once that consciousness is awakened, we 

 

1  Operational references regarding this method can be found in Kelik Wardiono, Metodologi Penelitian Hukum Noetik: 
Langkah Operasional Model Spiral-Triadik [Noetic Legal Research Methodology: Operational Steps of the Triadic-
Spiral Model] (Surakarta: Muhammadiyah University Press, 2026); and Metodologi Ilmu Hukum Noetik: Trans-
Episteme dalam Ilmu Hukum [Noetic Legal Science Methodology: Trans-Episteme in Legal Science] (Surakarta: 
Muhammadiyah University Press, 2026). 
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execute the Circular Movement of Demystification as a critical analytical tool. Within this 

circular movement, Noetic Legal Hermeneutics2 takes a central role as the "lens of reading." This 

hermeneutic approach refuses to merely spell out statutory texts or lines of algorithmic code 

literally and drily (exoterically). Instead, it penetrates inward, reading the inner layers, 

dismantling hidden intentions, and exposing the will to power behind the digital architecture. 

Only through this hermeneutic lens are we enabled to dismantle the three veils of cyber 

deception: 

a. Paradigmatic Demystification (Transcendental Amnesia).  

Global cyber law is suffering from "Transcendental Amnesia" due to the hegemony of 

secular Legal Positivism. Admittedly, modern civilization has attempted to respond to this 

cyber crisis through various positive law instruments. Globally, we recognize the General 

Data Protection Regulation (GDPR) in Europe, as well as human rights anchors from UN 

instruments such as ICCPR Article 17 on the right to privacy. Nationally, Indonesia has 

cemented Article 28G of the 1945 Constitution guaranteeing privacy rights, translating it 

into the Personal Data Protection Law (UU PDP No. 27 of 2022), and revising the 

Information and Electronic Transactions Law (UU ITE) in 2023. However, utilizing the 

scalpel of Noetic Demystification, we must courageously expose one fatal flaw: all these 

massive legal instruments still suffer from "Transcendental Amnesia." Current positive law 

is built entirely upon a secular rationality that reduces data protection merely to an 

administrative-constitutional right, forgetting its deepest essence as the protection of the 

human soul's dignity. When morals, divine values, and noetic consciousness are expelled 

from legislation in the name of "legal purification," that void is swiftly invaded by the 

pragmatism of power. Consequently, the current paradigm of "Cybersecurity" is distorted: it 

is designed solely to secure state and corporate assets but completely fails to secure the 

human soul. As long as there is a valid formal procedure, mass data exploitation and 

surveillance are deemed legitimate. The law instead becomes a tool that legitimizes digital 

tyranny under the guise of national security. 

 

 

 

2  Kelik Wardiono, Hermeneutika Hukum Noetik: Kembalinya Hukum ke Pangkuan Ibu [Noetic Legal Hermeneutics: The 
Return of Law to the Mother's Lap] (Surakarta: Muhammadiyah University Press, 2026). 
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b. Contextual Demystification (The Algorithmic Prison).  

The illusion that cyberspace is an arena of limitless freedom must be immediately shattered. 

In reality, this space is an "Algorithmic Prison" built under the guise of personalization and 

User Experience. Through addictive and manipulative design, algorithms systematically 

strip away human spiritual autonomy and free will. This condition births an existential 

tragedy: a society that "sleepwalks" (technological somnambulism),3 losing its essential 

consciousness, completely subjected to the dogma of Technological Determinism as 

surveyed subjects. 

c. Textual Demystification (The Desacralization of Language).  

Cyber legal texts brutally reduce humans from dignified entities to mere "Users" or "Data 

Subjects." The most dangerous myth that must be dismantled is the illusion of the Consent 

clause, ironically often packaged within "Privacy and Security Policy" documents. The 

concept of "Agreement" is inherently sacred because it absolutely requires inner willingness 

and full consciousness (ridha). Yet today, it is desacralized into a mere soulless "ritual of 

clicking" the "I Agree" button. This is not a valid legal consent, but a global-scale textual 

deception that exploits human unconsciousness. 

  

3. THE CONNECTING BRIDGE: LIBERATIVE RECONSTRUCTION (THE NOETIC 
TRIUMVIRATE)  

After the Circular Movement of Demystification successfully dismantles the veils of cyber 
deception,4 the Noetic Intellectual Movement arrives at the stage of reconstruction. Noetic Law 
emerges to perform an ontological resistance through the framework of the Noetic-Tech 
Triumvirate.5 These three pillars are not mere conventional cybersecurity instruments or 
supplementary regulations; they are a radical antithesis to restore essential consciousness and 
ensure the protection of human soul security against the falsehoods of the old paradigm: 

 

3  This term was popularized by philosopher of technology Langdon Winner to describe the condition of a society that 
passively allows technology to shape their way of life without critical oversight. See Langdon Winner, The Whale and 
the Reactor: A Search for Limits in an Age of High Technology (Chicago: University of Chicago Press, 1986). 

4 A comprehensive explanation regarding the philosophical and ontological foundations of this paradigm is 
elaborated in depth in Kelik Wardiono, Ilmu Hukum Noetik: Irama Tarian Kesadaran [Noetic Legal Science: The 
Rhythm of the Dance of Consciousness] (Surakarta: Muhammadiyah University Press, 2026). 

5 Kelik Wardiono, Noetic-Tech Triumvirate: Algoritma yang Bersujud dan Jalan Pulang Kemanusiaan [Noetic-Tech 
Triumvirate: Prostrating Algorithms and Humanity's Way Home] (Surakarta: Muhammadiyah University Press, 
2026). 
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a. Data Dignity.  

b. This concept is proposed to shatter the Myth of Positivistic Objectivity (Transcendental 
Amnesia) and textual dehumanization. If secular positivism separates law from morality and 
reduces humans to 'Data Subjects' as surveyed commodities, then Data Dignity conducts 
ontological resistance by returning the 'Soul' to the 'Body of Data'. Philosophically, this is a 
radical reconstruction from a materialistic worldview to a transcendental one: Noetic Law 
strongly rejects the notion that data is a separate property, recognizing it instead as a sacred 
Spiritual Extension. This is a 'Theological Restoration' aimed at reclaiming absolute 
ownership rights from the hands of the market/corporations and returning them to the True 
Owner—the human being—through the concept of protecting dignity (Hifz al-Ird). 
Operationally, this demands a radical shift from the regime of 'Clickwrap Consent'—which 
legalizes manipulation via the 'I Agree' button—to 'Noetic Consent', which strictly 
requires Ridha (sincere inner willingness) and full awareness. For instance, the practice of 
trading data by third parties (data brokers) that has long hidden behind user ignorance can 
no longer be judged merely as an 'administrative privacy violation.' Due to the absence 
of Ridha, such contracts are null and void, and the perpetrators are criminalized for the 
'desecration of human dignity,' equivalent to physical exploitation. 

c. Digital Conscience.  

This concept is formulated to address the fatal failure of the myth of technological 
neutrality and the myth of efficiency (Technological Determinism) embraced by legal 
realism. Thus far, these myths have allowed algorithms to run wild like 'psychopaths'—
computationally brilliant but morally blind—assuming that efficiency is the ultimate truth. 
Digital Conscience emerges to break this instrumental arrogance and shatter the bars of the 
"Algorithmic Prison" by injecting an awareness of divine limits into the heart of binary 
codes. This is a universal effort of the 'Islamization of science': transforming machines 
previously claimed to be 'value-free' into 'value-laden' entities, elevating their ontological 
status from mere tools to 'functional moral agents' obligated to reject tyranny (ethical veto). 
This is achieved through the injection of mathematical "Hard Constraints" into the objective 
function of artificial intelligence. For policymakers and law enforcement, this transformation 
from transcendental values to operational policies is highly rational. The concept of Digital 
Conscience aligns with human rights-based governance demands found in various UN 
recommendations and UNESCO guidelines. Practically in the field, the implementation of 
Digital Conscience manifests as an absolute obligation for every corporation to conduct 
'Algorithmic Audits' and Human Rights Due Diligence. The state must compel tech 
platforms to have transparency mechanisms, ensure no algorithm violates ICCPR Article 19 
standards, and mandate strict evaluation before any mass surveillance system is launched to 
the public. A concrete example: a surveillance algorithm is required to have an Ethical Veto 
feature; when the system detects that a given command has the potential to violate 
fundamental human rights or discriminate against certain groups, the machine will 
automatically block the command (refuse to execute) as if refusing to commit a sin. 
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d. Digital Veracity.  

This concept is proposed as a curative response to the pathology of Post-Truth and the 
ecosystem of Simulacra (pseudo-reality) that dominates cyberspace today. While contextual 
demystification shows that we are being trapped into a society losing its consciousness 
(technological somnambulism), Digital Veracity is here to re-establish the pillar of 
Ontological Truth (Haqq). This reconstruction fights truth relativism by introducing the 
concept of 'Digital Sanad' (Chain of Transmission). We are conducting the Desacralization 
of Lies; tearing down the 'idol of virality' and replacing it with an ecosystem that values 
integrity (Siddiq). This is a spiritual endeavor to cleanse the 'soul pollution' spread by 
technology, ensuring the digital space returns to being a medium of enlightenment (An-Nur) 
that liberates humanity. In practical terms, this is realized by strictly adopting the rigorous 
science of Hadith into the digital ecosystem: platforms are obligated to provide traceability 
(forensic trails) for every piece of information. As an application, social media platforms can 
be held criminally liable (strict liability) if their recommendation algorithms actively viralize 
and monetize hoax content that is "disconnected from its chain of truth (sanad)." 

 

4. IMPLEMENTATION CHALLENGES: BRIDGING THE CHASM BETWEEN "DAS 
SOLLEN" AND "DAS SEIN"  

The formulation of the Noetic-Tech Triumvirate above, although offering an ideal 
framework (Das Sollen) as a path to liberating consciousness, is not immune to the harsh 
realities (Das Sein). This study is fully aware of the threat of "logical leaps" or 
implementation gaps. There are three "Structural Chasms" that must be bridged so that 
Noetic Law does not become trapped as an academic utopia in a vacuum: 

a. First, The Leviathan Paradox (The Paradox of the Wolf Guarding the Sheep).  

A fundamental criticism that often arises is the inconsistency of the state's role in the 
digital space. The question is simple yet confronting: how can we entrust the guarding 
of the "sheep" (Citizens' Data Dignity) to the "wolf" (The Surveillance State)? Noetic 
Law answers that this transformation indeed demands a "Structural Repentance" 
(Taubah), realized through the establishment of independent state institutions with veto 
authority over repressive security policies. However, Noetic Law does not stop at 
structural naivety. If systemic changes face dead ends due to corrupt arrogance of power, 
a more fundamental path of liberation is offered: Cultural and Architectural Resistance. 
Operationally, this resistance manifests in two independent steps: 

1) Digital Zuhd (Asceticism) 

An intellectual and spiritual movement to sever the chain of spiritual dependence 
on exploitative digital platforms. This is a radical step at the individual level to 
reclaim the autonomy of consciousness from algorithmic manipulation. 
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2) Architectural Hijrah (Migration). 

A collective movement where civil society communities, alongside noetic 
technologists, build and migrate to decentralized technological ecosystems (open-
source and peer-to-peer). As a concrete example, we no longer need to passively 
wait for protection from state laws that are often too late; we can independently 
migrate to encrypted communication protocols and community platforms designed 
from the start without "backdoors" for those in power. This is the ultimate strategy 
of Noetic Law: allowing the giant Panopticon to collapse on its own because it is 
starved of the data and attention we have voluntarily provided thus far. 

b. Second, The Conflict of Profit vs. Conscience (The Wall of Capitalism).  

Internalizing Digital Conscience into the algorithms of giant corporations collides 
directly with the basic logic of the masters of the Algorithmic Prison: profit 
accumulation. Giant corporations have no "religion"; their religion is the balance sheet. 
Expecting them to voluntarily become Muttaqin (the pious) and stop data manipulation 
is naive. Addressing this, Noetic Law asserts that the implementation of the Triumvirate 
must not be a moral appeal (voluntary) but must be Coercive-Regulative. The obligation 
of an "Ethical Veto" in algorithms must be forcibly mandated by law. We are not 
knocking on the "doors of corporate hearts," but forcing "systemic compliance" through 
the threat of lethal economic sanctions for anyone exploiting human unconsciousness. 
The method of application is by transforming the administrative fine regime into 
"Corporate Capital Punishment." For example: if a social media company is proven to 
intentionally maintain addictive algorithms that destroy the soul security of its users for 
the sake of engagement and profit, the state does not merely issue a light fine, but seizes 
a significant percentage of their global revenue, or even permanently revokes their 
operational license for the crime of human exploitation. 

c. Third, The Ontological Gap (The Gap between Machine and Spirit).  

The final philosophical question: How is it possible to inject spiritual values (a 
"Sense of God" or "Fear of Sin") into machines that only understand binary code (0 and 
1)? Can an inanimate object possess a conscience? Noetic Law answers that the goal of 
this reconstruction is not to perform "Mystical Anthropomorphism" (fantasizing that 
machines have souls or inner minds), but to create "Functional Moral Agency". We do 
not demand machines to "feel" sin, but we program them to "act as if" they fear sin 
through strict mathematical limits (Hard Constraints). In the principles of Islamic 
Jurisprudence (Ushul Fiqh), this is equivalent to the concept of judging something based 
on Zahir (outward action/system output), not Batin (the inner feeling).6 Thus, "Digital 
Taqwa (Piety)" is a functional simulation of obedience that is legally valid, dismantling 
ontological confusion without equating machines to humans. Technically, this is 
operationalized through mandatory "Pre-deployment Audits" to ensure Hard 
Constraints are firmly embedded in the algorithm's base function. For instance, when a 

 

6  In line with the principle of ushul fiqh (Islamic jurisprudence): "Nahnu nahkumu bi al-zawahir wa Allah yatawalla 
al-sara'ir" (We judge based on what is outwardly apparent, and Allah takes charge of the hidden/inner matters). 
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Facial Recognition AI is ordered by authorities to conduct racial profiling or religious 
discrimination, the machine will not respond with results; instead, it will mathematically 
experience a system halt (cease operation) and reject the command. This is the concrete 
manifestation of a machine's 'functional obedience.' 

 

5. EPILOGUE: LIGHTING A CANDLE IN THE ALGORITHMIC DARK  

This entire intellectual journey ultimately converges on one fundamental spiritual 
conclusion: technology must not be allowed to mutate into a new idol that dictates the fate 
of human civilization. It must be reiterated that we are not declaring war against technology; 
rather, we are fighting the "will to power" and the hegemony of materialism that rides on the 
back of technological advancement. 

The idea of Noetic Law is a sacred endeavor to return humans to the throne of their 
nobility (Ahsani Taqwim - the best of stature)7 and to reposition technology to its original 
purpose of servitude for human welfare. In the midst of the suffocating darkness of the 
algorithmic prison, this thought may only be a small, fragile candle. It may not yet be bright 
enough to instantly banish all the darkness of our time, but this small light is enough to 
ensure one thing: that the face of our humanity will not be swallowed by the shadows of 
machines, and our dignity as conscious beings will remain intact in the face of algorithmic 
power. 
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