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Abstract. The rise of digital data theft makes researchers try to find better methods for digital data protection. Confidential
digital data can be secured by encryption methods, one of which is the chaos function. We propose in this paper a new
chaos function which is a composition of MS Map and Circle Map functions. This function has chaotic nature and is named
the MS Circle Map. The sensitivity and randomness tests of the MS Circle map function are carried out using a bifurcation
diagram, Lyapunov Exponent, and NIST. The analysis result of the bifurcation diagram shows that the MS Circle map has
a good density at the value of r € (0,4). Besides that, the Lyapunov Exponent has a non-negative value at r € [0.4, 4],
X9 =0.9, r =38, Q= 0.51=2.1 which is the domain x;; € (0, 1) and parameter values r, A, and €, K are any real
numbers. The results of the NIST randomness level test show that the MSC Map function all passed the randomness test
of 16 NIST tests.

INTRODUCTION

Information and communication technology continues to overgrow and it is effortless for internet users to obtain
various data and information from any part of the world at any time. Information can be in the form of text, images,
audio, and video. Therefore, a reliable, safe, and fast data security technique is needed. One of them is the application
of cryptography related to information security aspects such as confidentiality, data integrity, entity authentication,
and originating data authentication.[1]

Cryptography is divided into two parts, namely classical cryptography and modern cryptography. Classical
cryptography prioritizes the secrecy of the algorithm used, while modern cryptography prioritizes the secrecy of the
encryption key. There are several cryptographic methods including using the Data Encryption Standard (DES)
algorithm, the Advanced Encryption Standard (AES) algorithm and the Rivest-Shamir-Adleman (RSA) algorithm.
Encryption of data by these three types of algorithms requires a long computation time and low key space even though
it produces good encrypted data. Currently, there is a need for faster digital data and information encryption methods
without compromising security [2]. The solution to this need is a chaos function-based encryption method. This
method provides a good combination of aspects of speed, high security, and complexity.

Many digital image encryption techniques have been studied, including is chaos-based data encryption techniques.
Chaos function has random properties, is sensitive to initial values and parameters, and is ergodic. The chaos function
has been proven to be very suitable for keystream generation in data encryption[1].

Many chaos functions have been applied by researchers in the digital data image process [2-20]. The chaos function
can also be used as a random number generator (RNG). In addition, a random number generator (RNG) can also be
generated from a combination of two or more chaos functions [21-22]. This is done to increases security from various
attacks when the chaos function is used for digital image encryption.

The main problem of this research is how to develop a new chaos function which has much higher encryption
security performance. The idea of developing this new chaos function is through the composition of two chaos
functions MS Map and Circle Map which will produce one new chaos function.
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Two chaos functions that are known to exhibit chaotic properties are MS Map [23- 24] and Circle Map [25], where
Circle Map and MS Map have a high potential for randomness. In this paper, a new chaos function will be developed
which is the result of the composition of the MS Map chaos function with the Circle Map chaos function. The result
of the composition is a new function which is also chaotic. So that the new function can be used as a choice as a
function of generating random numbers that are chaotic.

The new chaos function's chaotic behaviour will be quantitatively analyzed based on bifurcation diagrams,
Lyapunov Exponent, and randomness tests with the National Institute of Standard Technologies Tests (NIST). The
analysis results are the basis for considering whether the new chaos function can be implemented in cryptography.

METHOD

The MS map function is the result of the development of the logistic map function [23-24]. This function is shown
in equation (1)
2
Xpoq = ﬁ mod 1 (1)
with n = 0,1,2,3, ..., initial value x, € (0, 1), and parameter values r € (0,4), 1 € (0,4) and x mod 1 = x — |x].
The Circle Map is a one-dimensional function that maps a circle to itself [6]. The Circle Map function is defined

as equation (2)
Xpiqr = (xn +Q+ %sin(ann)) mod 1 (2)

withn = 0,1,2,3, ..., initial value x, € (0, 1), and Q, K are any real numbers, where Q can be limited at 0 < Q < 1.

The proposed new chaos function is develop through the composition process of the two chaos functions in
equation (1) and (2), in the following method:

1. Express the Circle Map function in equation (2) as a function of f(x);

2. Express the MS Map function in equation (1) as a function of g(x);

3.  The compositional form of the function g(x) to f(x) is defined as equation (3);

4. Do the algebraic process of equation (3) and produce a new chaos function h(x) as equation (4). Furthermore,
the function h(x) is expressed as an MS Circle Map function which has 5 parameters, namely x,, €
(0,1) and parameter values r € (0,4), A € (0,4), and Q, K are any real numbers, where Q can be limited
at0 < Q< 1withn =0,1,23, ..

h(x) = (f e g)(x) ®)
h(x) = (H;(’ll—’ir;n)zmod 1+0+ %sin <21T (H;(/ll—i';n)z mod 1))) mod 1 “4)
RESULT

The MS Circle Map function which was developed through the composition process of the MS Map and Circle
Map functions is also a chaos function. This can be shown by the bifurcation diagram and the Lyapunov exponent. In
addition, concerning the randomly generated number sequence, the randomness test was carried out using 16 NIST
randomness tests [26].

Here, the initial value and parameters of the MS Circle map used for the test is x, = 0.9,r =3.8,4=2.1,Q =
0.5,K = 1000.

Bifurcation Diagram

A bifurcation diagram shows the value approximated by the stability of the periodic points of a function due to
changes in parameter values. The bifurcation diagram can tell if a function is chaotic. If the bifurcation points on the
bifurcation diagram are dense, then the function is chaotic [1]. Algorithm 1. shows the logical flow of the bifurcation
diagram calculation process and the results of this diagram display are shown in Figure 1.
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Algorithm 1. Bifurcation Diagram
Input: x5,4,Q,K,andr

Output: plots of x,

1. Input initial wvalues, parameter
values, number of iterations (i)

2. For n=1 to 1

3. Calculate x, based on the MSC
Map function

4. Plot the value of x,
Next r
Stop

004
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FIGURE 1. MS Circle Map Bifurcation Diagram

Seen in Figure 1, the results of the bifurcation diagram are dense for r € (0,4). Hence, MS Circle map function

is chaotic in that interval.

Lyapunov Exponent

Referring to [1], the chaotic function can be seen from the dependence on sensitivity to initial values and
parameters, which can be calculated with the Lyapunov exponent. The positive Lyapunov exponent indicates that the
new chaos function is a dynamic system and the chaotic properties are better. [27] The Lyapunov exponential equation
is defined according to equation (5):

.1 ,
p=lim 30 n|f'(x))] (5)

The derivative of the MS Circle map can be seen in equation (6) below.
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W) = —Ar 2L 420 cos [20 (22|} 6)

(Ax2=2Ax+A+1)2 1+2(1-xp)?

The lyapunov exponent value of the MSC Map is calculated using Algorithm 2. The results of the calculation of
the lyapunov value are presented in the form of a graph as shown in Figure 2.

Algorithm 2. Lyapunov Exponent Graphic
Input: x¢,4,Q,K,andr

Output: plot the value of u

1. Input initial wvalue, parameter
values, number of iterations (n)

2. For j=1 to n
3. Calculate pu according to (5)
4. Plot the value of u
Next j

6. Stop

— Lyapunov exponent

W0t = A e m e e e e e, —————————
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r
FIGURE 2. Lyapunov Exponent of the MS Circle Map

As seen in Figure 2, the Lyapunov exponent shows a positive value at the value of r € [0.4, 4]. It can be said that
the MS Circle map function is chaotic in that interval.

NIST Randomness Test

To see the level of randomness of the sequence of random numbers generated from the chaos function MS Circle
map according to equation (4). Tests were carried out using the NIST randomness test. NIST Test Suite is a statistical
package consisting of 16 tests developed to test the randomness of a sequence of random numbers in the form of
binary values [26]. The test results are presented in Table 1.

TABLE 1. NIST Randomness Test Result of the MS Circle Map

Type of Test P-Value Conclusion
Frequency Test (Monobit) 0.977662 Random
Frequency Test within a Block 0.567429 Random
Run Test 0.356528 Random
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Longest Run of Ones in a Block 0.743168 Random
Binary Matrix Rank Test 0.622197 Random
Discrete Fourier Transform (Spectral) Test 0.335273 Random
Non-Overlapping Template Matching Test 0.735657 Random
Overlapping Template Matching Test 0.500748 Random
Maurer’s Universal Statistical Test 0.816673 Random
Linear Complexity Test Serial 0.353947 Random
Serial Test 0.521116 Random

0.706375 Random
Approximate Entropy Test 0.900518 Random
Cumulative Sums (Forward) Test 0.838476 Random
Cumulative Sums (Reserve) Test 0.813864 Random
Random Excurcions Test 0.505771* Random
Random Excurcions Varian Test 0.254903* Random

Table 1 shows that the MS Circle map passed all NIST randomness tests. So it can be said that the MS Circle map
function is a random number generator function with excellent randomness properties, reaching 100%.

CONCLUSION

The development of a new chaos function, through the function composition method between MS Map and Circle
Map, has been successfully carried out. The new chaos function is declared as the MS Circle Map function. The
developed MSC map function is also chaotic. It can be seen from the results of the bifurcation diagram that it is solid
for the value of r # 0. The Lyapunov exponent value is always non-negative for the value of r € [0.4, 4]. The level
of randomness reached 100% of the results of the NIST randomness test for the value of x; = 0.9,r = 3.8,4 =
2.1,Q2=0.5K = 1000.
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