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Abstract. Traditional paper-based voting system for student organization 
leaders election has issues related to security, transparency, and trust. This 
research aims to address these issues by implementing a blockchain on e-
voting system utilizing smart contracts to ensure the security and 
transparency of the voting process. The system was developed using the Agile 
SDLC methodology and tested using Blackbox and SUS method to evaluate 
its functionality and usability. Security testing was conducted through unit 
testing on the smart contract and block verification within the Sepolia 
network. The results show that the decentralized e-voting system is capable 
of preventing vote manipulation and detecting duplicate voters, as evidenced 
by the unit testing of the smart contract, which confirmed that recorded votes 
cannot be manipulated and also attempts to submit multiple votes are 
detected and rejected. Meanwhile, system transparency was demonstrated 
through direct verification using a block explorer, showing that the entire 
voting process and the smart contract code are publicly accessible and 
transparent. The system was successfully simulated on a small scale within a 
student organization, and usability testing using the SUS method was 
conducted with 30 respondents. The test resulted in a score of 72 points, 
indicating that the system is in the Good category and it is well accepted by 
users. Therefore, the decentralized approach in this e-voting system has been 
proven to enhance transparency and overcome the problems of security issues 
in the voting process. 
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INTRODUCTION 

Traditional paper-based election systems have long been used in Indonesia as the 
primary method for Presidential Election or Legislative Election. However, these systems 
have a number of significant weaknesses, particularly in relation to issues of security, data 
manipulation, transparency and public trust [1]. One of the major risks in traditional 
election is vote manipulation such as ballot forgery or vote inflation. These challenges also 
raise concerns regarding voter data privacy and security. In some cases, election results 
have also been questioned due to the lack of publicly accessible independent verification 
mechanisms to ensure that every vote cast was counted correctly. All of these loopholes 
can decrease public confidence in the integrity of the electoral process, which can affect 
the legitimacy of the election results themselves [2]. 

Along with the development of technology, new approaches have emerged that can 
overcome problems in traditional election systems, one of which is through the use of 
blockchain technology and smart contracts. Blockchain is a decentralized technology that 
allows every transaction or recorded data to be immutable and publicly verifiable [3]. 
Meanwhile, smart contracts are digital contracts that automatically execute themselves 
when predetermined conditions are met, which are very useful in automating election 
processes such as voting and counting results [4]. This method also allows for better vote 
integrity because every vote received will be permanently recorded on the blockchain 
without being able to be changed, and the voting process can be carried out without 
having to sacrifice voter privacy. 

Previous research has shown the potential of blockchain technology in enhancing e-
voting systems. For instance, a comparative analysis by Jafar et al. [5] underscored 
blockchain's benefits in verification and cost reduction but stopped short of developing a 
practical, implementable system. Alfain et al. [6] progressed by developing a 
decentralized application on Ethereum, proving its advantages in security and data 
integrity, yet their system encountered significant performance issues. Similarly, the work 
by Rahi et al. [7] was purely theoretical. Although the literature review confirmed 
improvements in security, it did not address practical aspects such as scalability, 
performance, or user experience (UX). More practical implementation by Abdulah and 
Adnan [8] resulted in a secure system on a local network, but its focus was predominantly 
technical, paying insufficient attention to UX. Collectively, these studies confirm 
blockchain's security and transparent promise but reveal a consistent research gap 
concerning system performance and lack of attention to the aspect of user experience. 
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The specific objective of this research is to develop and implement a secure, 
transparent, and reliable blockchain based decentralized e-voting system, using student 
elections as a case study. The methodology focuses on two key aspects, leveraging smart 
contracts to automate the voting processes to enhance efficiency and minimize human 
error, and prioritizing user experience (UX) to ensure the system is highly accessible. This 
approach is designed to effectively address the prevalent challenges of vote manipulation 
and data insecurity, thereby upholding vote integrity and voter privacy throughout the 
electoral process. The system will also be tested in small-scale simulations, providing a 
more realistic picture of its performance and effectiveness in real elections. 

 
METHOD 

In implementing this system, the author uses the SDLC method using the Agile 
method. The Agile method was chosen because Agile SDLC enhances flexibility, 
responsiveness to changing requirements, and user involvement, leading to improved 
software quality and timely delivery through iterative development and collaboration 
among developer [9]. The Agile model consists of 6 stages which can be seen in Figure 1. 

 

Figure 1. Stages of Agile Methodology 

2.1 Requirements 
In the Requirements stage, system requirements are obtained through a literature 

study process. Literature studies are conducted by analyzing various literature and 
research related to e-voting, blockchain, and smart contract. The purpose of this stage is 
to understand the main problems in traditional election systems and identify technology-
based solutions that can be applied in blockchain-based e-voting systems by analyzing 
the requirements [10]. After conducting a literature study, the requirements to develop 
this system were collected. There are functional requirements and non-functional 
requirements. 
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2.1.1 Functional Requirements 
The functional requirements of this blockchain-based e-voting system include 

several important aspects that must be met to ensure a smooth election process. First, the 
system must provide a secure voter registration mechanism, including identity 
verification before voters can participate in the election. Once registered, voters must be 
able to cast their votes anonymously, where the votes will be recorded on the blockchain 
to maintain data integrity. In addition, the system must automate the vote counting 
through smart contracts, so that the election results can be calculated and published 
automatically without manual intervention. The system needs to display the election 
results after all votes are counted. 
2.1.2 Non-Functional Requirements 

The non-functional requirements of this system include various aspects such as 
security. The security of a website is important, so it is recommended to test the security 
of the website using one of the frameworks or methods to avoid hacking [11]. The system 
must be able to protect voter data and protect votes from manipulation by other parties. 
Other aspects such as performance and user experience are also important so that users 
can easily access and use this system. In addition, hardware requirements such as PCs, 
laptops or smartphones and web browsers and internet access are needed to use this 
system. 
2.2 Design 

The design aims to design the entire information system architecture and creating 
blueprint for the system, to ensure the system is easy to use by voters. At this stage also 
provides an overview of how the appearance and flow of the information system to be 
created [12]. The system design stage consists of use case diagrams, activity diagrams and 
database ERD design. 
2.2.1 Use Case Diagram  

Use case diagram is a visual representation that outlines the interactions between 
actors and a system, showcasing the system's functionalities [13]. In this system there are 
two actors, admin and user. Admin is an actor who manages and organizes users, also 
managing this system by starting and ending the voting event. Admin is also tasked with 
managing and maintaining smart contracts and blockchains used to recap votes. User is 
an actor who uses the system as a, he can submit and see the final results of the voting. In 
addition, users must be verified first before voting. The use case diagram image can be 
seen in the figure 2. 
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Figure 2. Use Case Diagram of E-Voting System 

2.2.2 Activity Diagram 
An activity diagram represents workflows of stepwise activities and actions, 

showcasing the dynamic aspects of a system, particularly useful in modeling processes 
creating design system [14]. In this research, there is a workflow carried out by the Admin 
and User. Figure 3 shows an activity diagram of user from the beginning to the voting 
process, starting from logging in by entering a username and password that previously 
registered by voter. After successfully logging in, the user is required to connect their 
wallet address to this system in order to use this system. After that, the user can vote and 
submit their vote and confirm it using Metamask, after that the vote will be recorded in 
the smart contract. After the election is ended, the user can see the results in the result 
menu. 
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Figure 3. Activity Diagram User 

Figure 4 shows the admin activity when managing the election. When the admin 
authentication process is successful, the admin can do several things such as starting the 
election, managing users, and publishing the election results. In this activity, the admin 
starts the election and the system will automatically deploy a smart contract that will be 
used as a vote recorder. After that, the admin can add candidates and monitor the ongoing 
election. After the election is complete, the admin ends the election and publishes the 
results of the vote that carried out by the smart contract. 
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Figure 4. Activity Diagram Admin 

2.2.3 Entity Relationship Diagram 
Entity Relationship Diagram (ERD) is a tool in database design that visually 

represents data entities, attributes, and relationships, reflecting user data requirements 
[15]. In the e-voting system, there are several relationships. Admin manages all ongoing 
elections by adding candidates, starting, and ending elections, while smart contract is 
deployed by election when admin starts an election. Election represents an election 
containing several candidates. Voters cast their votes through the vote entity, which 
associates voters with elections and the selected candidates. The ERD for this e-voting 
system can be seen in Figure 5. 
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Figure 5. Entity Relationship Diagram. (A) Database ERD, and (B) Blockchain ERD 

2.2.4 Architecture Diagram 
Architecture design diagrams are an essential tool for visualizing the structure and 

components of a system. They facilitate understanding by representing the relationships 
and interactions between elements [16]. The architecture of this e-voting system uses 
Metamask for user verification and smart contract signing. Users are required to connect 
their web 3 wallet with the E-Voting Application using Metamask. With the ethers.js 
library, the frontend application can connect to the Metamask. The admin dashboard uses 
a Firebase and PostgreSQL database to manage users and elections by connecting to 
database using the ORM (Object-Relational Mapping). After the user selects a candidate, 
the voting data is sent from the web application to the blockchain, where the votes are 
recorded using a smart contract and validated by the Sepolia network. The architecture 
design for this e-voting system can be seen in Figure 6. 
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Figure 6. Architectural Design of E-voting System 

2.2.5 User Interface Design 
User interface (UI) design is an important aspect of software development, affecting 

user interaction and the initial design for building the appearance of the system. Tools 
such as Figma can be used for designing the user interface. User interface design focuses 
on creating visually appealing and user-friendly layouts, utilizing elements such as fonts, 
colors, icons and structures to enhance the user experience [17]. 
2.3 Implementation 

Implementation phase begins with the implementation of code and systems based 
on the design that has been made. Development is carried out iteratively in several sprints, 
where each sprint focuses on developing a specific part of the system [18]. MERN stack is 
popular and reliable because this architecture is simple but also strong from the back-end 
to the front-end [19]. But in implementation, author uses the Typescript programming 
language and using the Next.js framework because it is more flexible and efficient for 
developing modern applications that have a lot of routing, and this framework also 
provides a more organized and modular project structure. Using Blockchain technology 
to store voting data, uses smart contract technology from Solidity and the Ethers.js library 
to interact with the Ethereum blockchain and smart contracts using Sepolia network. For 
wallet address management using third party extensions from Metamask so that users 
can access decentralized Apps directly from their browser and make transactions on the 
Ethereum blockchain. As well as the PostgreSQL and Firebase database to store other 
information that is not stored on the blockchain. Hardhat used for testing smart contracts 



     
   | Universitas Muhammadiyah Surakarta 

 

environment locally. The reason why every transaction vote needs to be stored on the 
Ethereum blockchain and not stored in a conventional database is because every vote 
transaction stores sensitive information. If transaction data is stored in a regular database, 
it is vulnerable to hacking and data leaks [20]. Therefore, actions to protect vote 
transaction data are more important to store on the blockchain than to store in a database. 
2.4 Testing 

Testing stage in Agile is an important stage that is closely integrated with the 
development process to improve software quality and to ensure software meets business 
and user needs through iterative and incremental processes [21]. The testing used to test 
this system are using several methods, black-box testing, system usability scale (SUS), unit 
testing on smart contract, and verification on block explorer. Black-box testing is used to 
evaluate e-voting systems functionality by examining its outputs in response to various 
inputs, without knowledge of the internal code, ensuring user requirements are met [22]. 
By testing several cases such as login authentication testing, account access, and registered 
voters who have access and are verified who can vote using the Black-box method. To test 
whether this system run according to the functional requirements determined at the 
beginning, the entire system will be tested using the System Usability Scale (SUS) method. 

This method used because it is a reliable tool for measuring usability, even with 
small sample sizes, providing a score to evaluate user satisfaction and experience [23]. To 
test the security of the system on a smart contract, it is using the unit test method. Unit 
testing is used to test the security of the smart contract function. Several test cases that can 
be tested such as whether users can double vote or not and ensuring that votes cannot be 
changed or modified after being recorded. This case can be tested using unit testing 
because the advantage that can ensure every function in the smart contract is in 
accordance with the specified case specifications. By using unit testing, developers can 
detect logical errors at the most basic level of the smart contract code [24]. Verification on 
block explorer is used to audit by ensuring that this system is transparent and secure by 
providing a verification for each voting transaction on a block explorer. This method 
facilitates audits without violating voter privacy. This method is conducted to prove that 
the implemented e-voting system is transparent and can be publicly audited in accordance 
with the blockchain principles, public and immutable [25]. 
2.5 Deploy 

The deployment phase is carried out after the system has been tested and found to 
meet all the criteria. The e-voting system is launched and simulated on a small scale, such 
as the election of student organization, to evaluate its performance directly. The system is 
launched in a controlled environment, where the entire process of voting, counting votes, 
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and publishing results is thoroughly tested. The results of this simulation are used to 
identify areas of improvement and make further changes if necessary [26]. 
2.6 Feedback 

Feedback phase purpose to collect all the feedback from end users. Covering system 
performance, security, stability, and user experience. After getting feedback from users, if 
there are any additional features or bug fixes, it must be done with the project backlog 
will be updated and must be completed in the next sprint [27]. This continuous evaluation 
ensures that the e-voting system can run well and effectively in helping students held 
election events. By implementing this stage, developers can make updates and fixes 
needed to improve the user experience. 

 
RESULT 
3.1 Result of the System 

The e-voting system has been developed according to the designed method. As a 
result, the system can record votes from users using their wallet addresses and the system 
successfully records the voting results using smart contracts deployed on the Sepolia 
network. The following are the results of an e-voting system using blockchain. 
3.1.1 Login Page 

Login page is the initial display of this e-voting website, Users/Voters are required 
to login before using the system. Users login with their credentials. If the user does not 
have an account, the user can create account first on the signup page provided. The login 
page can be seen in Figure 6. 

 
Figure 6. Login Page 
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3.1.2 Landing Page 
After the user successfully logs into the system, this landing page is the first page 

that will be displayed to the user. This page displays some important information related 
to the election, such as the election countdown, access guide how to use the system, and 
access for users if they want to ask admin for a help regarding process verification or 
voting process. The display of the landing page is in Figure 7. 

 
Figure 7. Landing Page Voter 

3.1.3 Verification Voter Page 
Users must verify their identity that they are eligible voters. On this verification 

page, users are required to verify by providing their student ID as their identifier. Details 
for user verification using student ID are shown in Figure 17. 

 
Figure 8. Verification Voter Page 

3.1.4 Candidates Information Page 
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Before users voting for candidates, users can learn about the available candidates 
information and their vision and mission. The candidates information can be seen in 
Figure 9. 

 
Figure 9. Candidates Information Page 

3.1.5 Vote Page 
Voting page displays all available candidates. Users can directly vote and confirm 

their choice using the Metamask wallet that user created and connected to the website. 
This is necessary because it is used to interact and send the vote to the smart contract. 
Users are required to confirm the process that appears in the Metamask wallet to send a 
vote, and a Sepolia token is needed which is used for network fee transactions. The 
process of user confirmation of voting process can be seen in Figure 10. 

 
Figure 10. Voting Process 

After confirming the transaction using Metamask, the smart contract will validate 
the transaction. If the process is successful, the user will get a transaction hash, displayed 
on the receipt that user receives on the website. The receipt that user receives can be seen 
in Figure 11. 
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Figure 11. Voting Success 

3.1.6 Election Results Page 
After user successfully finish the voting process, the user can see the live results of 

the ongoing election. This results data is taken directly from the blockchain, so if there are 
any additional votes it will automatically change. Details of the election results page can 
be seen in Figure 12. 

 
Figure 12. Election Results Page 

3.1.7 Election History Page 
User can see the history results of the past election. This history data is taken from 

the blockchain that admin use in every election, so if there are any election that already 
done the result will appear in this page. Details of the election history page can be seen in 
Figure 13. 
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Figure 13. Election History Page 

3.1.8 Admin Dashboard Page 
Admin dashboard page begins with a display of some information related to the 

ongoing election. This page contains information about the total voters, the number of 
voters/users using this system. Then votes cast is the number of votes that have been 
recorded into the smart contract. Election status, is the status of the ongoing election, also 
contains the period time of the election. Then information about smart contract status and 
contract address that used to store voting data. Details of the admin page can be seen in 
Figure 14. 

 
Figure 14. Admin Page 

3.1.9 Election Management Page 
To manage the ongoing election, the admin can set the start and end dates of the 

election. The status will be automatically active if the today’s date is in the start and end 
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time period. If today's date is outside the specified period, the election will be 
automatically inactive and the user cannot make a voting. Details of the election 
management page are in Figure 15. 

 
Figure 15. Election Management Page 

3.1.10 Candidates Management Page 
Candidates management page is used to manage candidates, there are several 

features such as add candidates, edit candidates, and delete candidates. To add 
candidates, the admin can press the add candidates button, and pop-up form will appear. 
The admin can fill in information related to the name, party, image and description of 
each candidate. The appearance of the candidates page can be seen in Figure 16 and the 
appearance of the add candidate form is in Figure 17. 

 
Figure 16. Candidates Management Page 
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Figure 17. Add Candidates Form 

3.1.11 Users Management Page 
On the user management page, the admin can perform several activities. Such as 

adding user accounts by adding email and password directly. So that users can directly 
log in using the credentials provided by the admin. Then another feature is to verify user. 
The admin can change the user status, where users who have verified their accounts can 
perform the voting process. While those who have not verified, cannot make the voting 
process. The details of user management can be seen in Figure 18 and form to add users 
can be seen in Figure 19. 

 
Figure 18. Users Management Page 
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Figure 19. Add Users Form 

3.2 Testing and Evaluate System 
Evaluation and testing of the system confirmed its operational success, 

demonstrating the capability to accurately capture votes linked to user wallet addresses. 
Furthermore, the deployed smart contract on the Sepolia network functioned as intended, 
successfully and immutably recording the final voting results. This section presents a 
detailed results of the system's performance and outcomes. 
3.2.1 Black Box Testing 

To test the system functionality and to make sure the system is running properly, 
black box testing method is used. Of the 22 test cases performed, all test cases ran 
according to expected results. Below are the results of Black box testing on this e-voting 
system. Details of the results can be seen in table 1. 

Table 1. Black Box Testing 

Test Case Input Expected Results Status 

Login user Enter a valid user email 
and password 

Enter the user page Valid 

Login admin Enter a valid admin email 
and password 

Successfully enter to 
the admin dashboard 
page 

Valid 

Login with 
invalid 
credentials 

Enter invalid email and 
password 

Displaying error 
message wrong 
credential 

Valid 
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User sign up Enter valid name, email 
and password 

Sign up successful 
and user created 

Valid 

User sign up 
same data 

Inputting user data that 
has been created 
previously 

Display error message 
user already exists 

Valid 

Password not 
match 

Enter a different 
password when 
confirming the password 

Display the message 
password does not 
match 

Valid 

User Voting The user presses the vote 
button and confirms the 
transaction via Metamask 

Voting is successfully 
recorded in the smart 
contract, and displays 
a success receipt 

Valid 

User voting 
without wallet 

User presses the vote 
button but not connected 
his wallet to the website
  

Displaying message 
voting failed please 
try again 

Valid 

User voting but 
cancel the 
transaction 

User presses vote button 
but cancels the 
transaction in Metamask 

Displaying message 
voting failed has 
rejected 

Valid 

User already 
vote, but wants 
to vote again 

Users who have voted 
accessing again the voting 

 

Display message you 
have already voted 

Valid 

User not verified 

 

Unverified users access the 
voting page 

Display message your 
account is not verified 
and cannot continue 
for voting 

Valid 

The election 
has not started / 
has already 
ended 
 

User accesses the vote 
page when the election is 
finished / has not started 

Display message that 
the election has not 
started yet / the 
election is finished 

Valid 

Manage 
election 
 
 

Admin sets the election 
schedule by entering the 
start and end dates and 
then pressing apply 
button. 

The system 
successfully saved the 
schedule and display 
message that the 

Valid 
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schedule had been 
successfully updated 

Adding new 
candidate 
 
 

Admin inputs data to add 
candidates such as name, 
party, image, and 
description. 

The system 
successfully added 
the new candidate. 
 

Valid 

Adding 
incomplete 
data candidate 

Admin did not complete 
fill the data in the add 
candidate form 

Displaying message 
all fields are required 

Valid 

Edit data 
candidate 
 

Admin edits the form 
data and presses the save 
button 

The system 
successfully saved the 
edited candidates 
data. 

Valid 

Delete data 
candidate 
 

Admin presses the delete 
button and confirms in 
the dialog 

The system 
successfully deleted 
candidate data 

 

Valid 

Vote results 
 
 

Admin enters the results 
menu 

The system 
successfully displays 
the voting results 
from the smart 
contract. 

Valid 

Add new user 
 

Admin adds and inputs 
new user data such as 
name, email, and 
password 

User account 
successfully created 

Valid 

Adding 
incomplete 
data user 

Admin did not complete 
the add user form data 

Display message all 
fields are required 

Valid 

User 
verification 
 

Admin presses the verify 
/ unverify user button 

The system 
successfully saved the 
new user status. 

Valid 
 

User / admin 
perform logout 
 

User / admin presses the 
logout button 

Session successfully 
logged out and 

Valid 
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returned to the login 
page 

 

3.2.2 System Usability Scale Testing 

System usability testing is done to assess usability of the system by testing it directly by 
users and admin. Usability test is done by giving 10 questions and then measured using 
a Likert scale. Testing was conducted by taking respondents from students who 
participated in student organization activities around universities, with a total of 33 
respondents. A total of 28 students tested it as users and 5 students tested it as admin. The 
score is categorized into five levels of usability based on the following score ranges. Scores 
of 80.3 and above are classified as Excellent, scores between 68 and 80.2 as Good, scores 
from 51 to 67.9 as OK, scores between 38 and 50.9 as Poor, and scores below 38 as Awful 
[28].  The results of the SUS testing can be seen in Figure 20. 

 

Figure 20. SUS Testing Results. (A) User Results, and (B) Admin Results 

Based on the results of the SUS testing conducted, for each test carried out on the 
user and admin roles, the results shown were almost similar. User respondent show that 
the average score obtained is 71, and for admin respondent the average score obtained is 
74. Each scores indicates that the system is at a Good category according to the score 
interpretation displayed in Figure 21. 

 

Figure 21. SUS Score Interpretation 
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3.2.3 Smart Contract Unit Testing 

To test the security, functionality and properties of the smart contract, the testing 
system is carried out using the unit testing method [24]. Some cases tested from the smart 
contract that listed in the following test scenarios in Table 2. 

Table 2. Unit Test Scenario 

Test Case Input Expected Results Status 
User 
successfully 
voted to smart 
contract 

User vote to candidateId = 
1 using vote () function 

Votes for candidate with
id=1 is 1 

Valid 

User cannot 
vote more than 
one. 

Calling vote () function 
twice by 1 account 

Second transaction 
failed with error 

Valid 

Accumulate the 
corresponding 
vote counts 
from multiple 
voters 

Multiple accounts vote for 
a candidate, and call the 
getVotes () function. 

The number of votes 
corresponds to the 
number of accounts 
that voted 

Valid 

Checking 
whether the 
user has voted 

Checking user wallet 
address 

True if user have 
voted, False if user 
have not 

Valid 

User who has 
voted, 
overriding and 
modifying 
votes. 

Overriding vote () with 
different choice of 
candidate 

The previously vote 
remains and does not 
change. 

Valid 

Checking 
whether the 
admin has the 
ability to 
manipulate the 
voting results 
directly 

Admin overrides vote () 
directly in smart contract 

Error, it can't be done, 
because there is no 
function to change 
vote in the smart 
contract. 

Valid 

 

Unit testing is carried out by using code script that running in the hardhat project 
environment, containing the solidity smart contract code and the unit test script code. The 
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following are detailed results from the solidity smart contract unit testing by running it 
through the script code which can be seen in Figure 22. 

 
Figure 22. Unit Testing Code Results 

The test results show that all test scenarios from the unit testing were successful 
and in accordance with the expectations. With a result of 6 passing with a test duration of 
574 milliseconds. 

3.2.4 Verification on Block Explorer 

Verification on block explorer is testing method that directly verifying the smart 
contract that has been deployed through the sepolia block explorer. The results show that 
all voting transactions carried out in the e-voting system are well audited and can be 
accessed publicly. Users can see detailed information such as transaction hash, status, 
timestamp, wallet address, smart contract address and network fee. The following are 
details of the information if the user finds the transaction hash obtained after successfully 
voting, the details can be seen in Figure 23. 
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Figure 23. Detail from Block Explorer 
All voting transactions recorded by the smart contract, although users can see the 

transaction history, users cannot know who and which candidate that other users choose 
because the anonymity. Where users can only see the wallet address that sent the 
transaction without knowing who is behind the address. Detailed information from the 
smart contract history can be seen in Figure 24. 

 

Figure 24. History Detail from Block Explorer 
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The solidity contract code deployed to the smart contract can be checked to find out 
if there is any manipulation attempt by the admin/organizer regarding the vote 
collection/counting process. All codes can be accessed publicly and verified by the system 
from the sepolia block explorer. Details of the smart contract code that deployed to the 
network can be seen in Figure 25. 

 

Figure 25. Smart Contract Source Code 

4. DISCUSSION 
This chapter interprets the findings presented in the previous chapter to evaluate 

how the developed blockchain e-voting system achieves its objectives of enhancing 
security, transparency, and trust. The results are discussed in the context of existing 
literature and the fundamental principles of blockchain technology 

4.1 Functionality and Reliability 

The success of the black box testing demonstrates that the e-voting system functions 
correctly from an end-user perspective. Each key interaction from wallet integration to 
casting and viewing votes performed as intended. This suggests that the system meets the 
functional requirements necessary for an operational voting process [22]. 

4.2 Usability Evaluation 

The SUS score from user respondent show that the average score obtained is 71, and 
for admin respondent the average score obtained is 74 suggests that the system is a good 
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level of usability and can be accepted by users and admin. However, qualitative feedback 
indicated that while some users appreciated the security and innovation of the system, 
others felt unfamiliar with using wallets such as MetaMask, highlighting a learning curve 
in adopting blockchain-based applications. This suggests that educational materials or 
user guidance may be necessary for broader adoption. 

4.3 Transparency and Trust 

The contract verification via Sepolia block explorer contributes significantly to the 
transparency of the system. Users and auditors can inspect the logic behind the voting 
process, increasing trust in the system’s integrity. This addresses one of the core objectives 
of the study providing an auditable and tamper-proof election mechanism [3]. The unit 
testing results confirm that the smart contract logic is robust and performs critical checks 
to preserve voting integrity. These include preventing duplicate votes and restricting 
administrative functions to authorized addresses. This can be concluded that the smart 
contract is proven to be secure and immutable, because voters who have made 
transactions/votes cannot add or even manipulate data that has been confirmed by the 
smart contract. This finding supports the argument previous research by Rahi et al. [7] 
that the immutability of data is a key for secure digital voting. 

4.4 Contribution to E-voting Security 

By implementing blockchain and smart contract technology, the system offers 
several security enhancements over traditional web-based e-voting systems. Data 
immutability, decentralized verification, and wallet-based identity reduce the risk of 
tampering, fraud, or central control abuse. With the results of the testing and verification, 
it is proven that the implemented e-voting system has transparency and it is in accordance 
with the blockchain principles, being open and auditable by all users but also anonymous 
[25]. This also supporting the security and trust in e-voting principles. 

4.5 Implications, Limitations, and Future Research 

The findings demonstrate that blockchain technology is effective solution for 
building secure and transparent e-voting systems. However, this study has limitations. It 
was deployed on a Ethereum Sepolia test network, so issues of transaction costs (gas fees) 
and scalability under high load were not fully addressed. Future research should focus on 
layer-2 scaling solutions to reduce gas fees and improve transaction throughput. 
Additionally, usability and trust case should be conducted with a more diverse 
demographic to ensure the system is accessible and trustworthy for general citizens. 
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5. CONCLUSION 
The results of the e-voting website showed that the developed system was able to 

overcome the problems of security, transparency, and trust in the process of student 
organization leaders election through the implementation of blockchain technology and 
smart contracts. This system was built using the Agile SDLC methodology and tested 
through Blackbox testing, System Usability Scale (SUS), smart contract unit testing, and 
verification through a block explorer on the Sepolia network. The results of the Blackbox 
test showed that all functionality ran as expected without errors. The results of the SUS 
testing were conducted on two types of respondents, users and admins. Results from user 
respondents show an average score of 71. Admin respondents show results an average 
score of 74. Which each score was included in the Good category and was acceptable by 
both users and admin. The smart contract test carried out using unit testing proved to be 
secure, immutable and could not be manipulated by users or admins, and the voting 
process has transparent and anonymous which could be verified by the public through a 
block explorer. Thus, the decentralized e-voting system developed in this research proved 
that it can enhance security, transparency, and trust in the voting process. 
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